DEBRA BOWEN | SECRETARY OF STATE
STATE OF CALIFORNIA l ELECTIONS
1500 11th Street, 5th Floor | Sacramento, CA 05814 | Tel (016) 657-21661 Fax (916) 653-3214 | www.50s.ca.gov

July 23, 2007
TO: All County Clerks/Registrars of Voters (07097)
FROM: &m ﬂm

Debbie O’Donoghue >
Assistant Secretary of State, HAV A Projects & Communications

SUBJECT: County Voting Svstem Use Procedures

The Secretary of State requests your assistance in assembling up-to-date information on
county voting system use procedures. The attached Excel spreadsheet includes a
checklist of state and vendor policies for the Hart, Diebold, and Sequoia voting systems
and a separate sheet that lists additional procedures adopted by individual counties, as
shown in our records. For those counties that use systems that are not included in the
spreadshect, please provide us with as much of this information as possible. Please
complete the checklist for the voting system used in your county and review the
description of additional procedures shown for your county for accuracy. 1f your county
has adopted additional procedures that are not listed in the spreadsheet, please provide us
with a copy of those procedures (preferably in electronic form).

Please return your completed checklist and any additional procedures to Debbie
O’Donoghue via e-mail at odonoghu(sos.ca.gov or call (916) 653-6173 for additiona)
information.

We need each county to submit this data 1o later than this Fridav, July 27, 2007.

Thank you for your assistance!



CALIFORNIA COUNTY ELECTION PLAN AND DIEBOLD VOTING SYSTEM CHECKLIST

COUNTY NAME:
COUNTY ELECTION PLAN PROCEDURES: S e ¥ 2o PROCEDURE COMPLETED
General ) 'Y=YES, N=NO, NA=NOT APPLICABLE

Election Communications
Procedures in p!ace to ensure quick communication wnh poll warkers in case of emergency
B- * f phones solely demgnaled for poll workers to cail and ask guestions
B ¢ more of polling places have public telephone access B
Phones are close enough for poll workers (o use to contact county elections office . . |
Poll workers are provrded :nformatron on callrng collect
Polirng locations have convement pay phones
Record the cell phone and/or pager numbers of poll workers
Inform polr workers 1o keep phones turned on in case they need o be contacted
Rernlr_\d poil workers to charge phones before election day
Provide cell phone to precinct captain =~~~
Extensrve system of trouble shooters or rovers
1: 6 ratro of rouble shooters to polhng places or better
Rovers/trouble shooters check in with polling places at leas! 3 times a day or more
Rovers/trouble shooters required to check in with elections office at least twrce a day
Poll workers notified to handle a systemic problem with equipment through troubleshooterslrovers
County has safety and security plan to handle eleclion day emergencies and incidents
Physical Security
Systems Secunty Plan to ensure info provided by election systems is confldentlal available, accurate .
Voting equipment is slored in secured facility (Jocked) - ) i
_Secured facility is equipped with security alarm i
Secured facility is equipped with surverllance cameras
_Secured facility had limited access via key card security card or ID badge o _
Secured facility is protected by security servroe
Only authorized pers_or_mer perm:lted in certarn areas of elections ofﬁce or elections warehouse
Ballots stored in secured facmty
Secured facillty is equipped with security alarm
- Secured facility is equipped with s_urlejllgn_cg cqrgeras
‘Secured facillty has limited access via key card, security card or ID badge
Secured facility (s protected by secunty service

Software upgrades verified as state certified _ . ! R
County employee installs upgrades ) ]

Vendor mslalls upgrades

Ve-Anrs sometimes handle votmg equlpment

¢ / employee present when vendor handles equipment -
Hua computer for server is isolated from other networks

‘Wireless inlernet disabled or absent frorn computers used to hosl server ! -
Poll workers and transportation of vofing eguipment

Poll worg_ers_gq_r_nplete detailed application form ] L L

Poll workers must attend at least 4 hours of tmmlng or more
Poll workers attend 3 'hours oftrarmng or fess _ B .
Poll workers are provrded with poll worker ma uel following training _ ]

Poll workers are able |0 receive additional training via county website or CD rom
Poll workers are given video or DVD in addition to regular lraining

Background check conducted on poll workers
Voting equipment transpor(ed by county employees
Voling equipment transported by poll workers
Voling equipment transported by third party
Delivery of voting equipment to polling place occurs 5 days or more before election day

Deflivery of voling equipment to polling place occurs 3 days or more before election day

Delivery o of voling equipment to polling place occurs 1 day or more before election day

Voling equipment is delivered on day of election

Ballots are transported lo polling place 1 day or more before election day

Ballots aré delivered on day of election

Ballots are delivered by counly employee

Ballots are delivered by poll worker

Bailots are dehvered by third party

If poll workers transpori volmg equipment they receive equipment 5 days or more prior to election day

If poll workers transport voling equipment they receive equipment 4 days or less prior to election day

If poll workers transport ballots they receive them 5 days or more prior to election day

if poll workers transport ballots they receive them 4 days or less prior to eiectron day

Poll workers receive ballots on day of election

If received prsor to election day voting equipment is stored in secure location

If received prior to election day ballots are stored in secure location

Tamner evident seals are used to secure voting equipment

L d ballots are secured in ballot box, transport bag or other

A. _quipment and bailots are rnventorred before and after arriving at polling place

Custody logs are maintained for all voting equipment

Custody logs are marntarned for ballots

Precinct mspeetor or other is requrred to sign for voling equipment/materials upon defivery

Serialized or other tamper proof/evident seals placed on all ports where MC,or other memory device nserted
Poll workers are trained to be alert for signs of tampering

PN
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CALIFORNIA COUNTY ELECTION PLAN AND DIEBOLD VOTING SYSTEM CHECKLIST

Poll workers are lo contact Elections Office or Precinct inspector if tampering 1s suspected
Pol! workers log instances of tampering

Poll workers log instances of anomaly

Rovers are deployed to respond 1o possible tampering or equrpmem anomaly

fa umt is unusable due to security requirement, poll workers contact Elections Office

Rr‘ ~*§ are deployed to altend to security requirement issues

E >n Day

Pou workers are lrained to only issue a cardloa voter once voting station is availadle » N )
Poll workers are tramed to ensure line forms at reg|stratron labie not votlng stations .

Troubleshooters, rovers or other election assistants circulate to poilmg places Election Day !

Post Election

OperaTro_nal Plan addressing the control and secunty of baIIOI transporiaﬂon 1o CTF
Transportation of election materials to central count is done by at least two EQ/pol workers
Sheriff or other police escort of ballots/election materials to tabulation faCIllty

Election tabuiation premises is secure (locked) o

Election tabulation facility equipped with alarm

Election tabulahon faciiity equipped with surveillance cameras

Special key card, security card or badge required for access to tabulation area

Secunty personnel on hand to provide additional securr:y to tabulation facility

Shenﬂ stationed at tabulation facllity until completion of labulanon process

Printed results tapes and back up copy of labulalion placed in secure, location : after tabuiatlon ;
Results tapes and back up copy of labulahon ramain in secured storage at Ieasl 22 monlhs i
Event logs, ballot images, summary totals frorn each MD backed up on tabulation database

Audit logs of “every aclion and operating on any votlng equipment or software are retained

Tabulalion server is isclated from other networks

Third party used to evaluate the physical security of facility

Each memory card shall have a permanent serial number assigned to it
MC must be programmed in a secured facrllty under superwsmn of ROV staff’
Programmed MC must be rmmedrately inserted into its assigned u_ntt and sealed

County must maintain 2 written log of memory card and seal assignments for e each _u_nrt ’

On election day, integrity of tamper evident MC seal must be verified by precincl offoer
Senal number of MC seal must be v_enfred against the Iog provrded by precinct |nspe_ctor
Verlﬁ(ntlor_\_ of MC seals and senal numbers musl be wntnessed by registrar staff person _

Seal or serial number drscrepancxes must be confirmed, documented and reported ASAP
Elections ofﬂcnal should be notified of problems and mveshgate any issues

Brr*oh in 3 unit requires full manual reconciliation of electronic votes agamstpaper éudn

I es must maintain a written ‘log recording the. chaln of custody of each MC used

Cuuod_y log for MC shall be from point of programmmg through completion of canvass _
Access to the GEMS server shall be tightly controlied ) !

All persons having access to GEMS shall be pre-approved and noted in 2 log
Po!l workers shall ensure more than one vote is caston a TSX unil used for accessmlllly

A__ny issues ti that arise relating to vctmg equrpment_shall be reported 10 SOS-OVST.

Before cerlificalion of canvass, counties will provide report to SOS of VS > function |ssues
Filed Election Observer Panel Plan with SOS prior to most recent eIecLIon
Filed  plan for voter and poll worker education with SQS at least 30 days prior to most recent election

Training for all personnel 1nc|ud|ng poll workers regardtng MC seals and other issues
Voung system compligs with all gpplicable state and federal stalules, ruies and regs.
Ballots shall be linted and watermarked or overprinted with a design furnished by SOS ,

[VENDOR PROCEDURES FOR COUNTIES

Only a GEMS host computer is used lo run GEMS software (configured by Diebold)

Only computers without wireless network capability used to run GEMS

Compulers have all oomponents required 1o fully run the syslern :
Computers hosting GEMS have an un- m(erruptrble power supply {
Computers hosting GEMS have hardware 10 support modem transfers '
Data transfer occurs through closed LAN connections and drrec‘t connections {0 GEMS
Ensure proper network configuration for optimal operation of system

Co.nfigurauon requirements:

Alf network services and network ports are turned off excepl those required by system
Autorun feature in Windows disabled

Boot order from hard drive first

BIOS is _password protected to prevent changes to boot order

Carryom acceptance lesting of the system - section 8. 6 in GEMS Election Admin Guide
Verify that all of the expected functionality of the GEMS workstation is available
Carryout the below diagnostic tests on every AccuVole-0S to be used: .
Verify the operation and : setling of the Ballot Box deflector '
Ve~* the setting of the Systern dale ang time {nole seasonal time changes)

- 12 LCD monitor

Teo. the System Memory of the AccuVole-OS

Test the operation of internal printer and nbbon

Test the Serial Port on the back of the AccuVole

Test all the scan sensors of the Ballol Reader

Tesl all Memory Cards (MC) to be used in the election

Test modem and modem port via diagnostic mode or physlcal lest of modem 10 GEMS
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CALIFORNIA COUNTY ELECTION PLAN AND DIEBOLD VOTING SYSTEM CHECKLIST

Test AV-0S using "diagnostic ballots” to test read heads for funclionality-pnint results
Maintain records of results as part of testing audil trait for each vt

Remedy any discovered hardware malfunctions prior to election

Check all cabling and connections for each hardware component

Rurl dlagnosllcs on any failed component after it has been repaired, before return to use
R’° 1o AccuVote-OS Precmc( Count User Guide as needed

C U dlagnosllc test on each AccuVote-TSX to be used in election or as back up
Eaul AccuVole TSX must pass diagnostic before piacing removable £C card in machine

Dlagnosllc test verlf‘es that all AccuVote TSX components are operatlonal
Maintain hlszoncal log of hardware testing and error condll,;ons for all componenls
emed}_/ any discovered malfunctions prior to elecllon Togic and accuracy testing cycle

A_y firmware upgrades to AccuVote-OS will be prowded by vendor only with 308 approval
Other software and firmware upgrades issued by 508

Malntain secure chaln of cuslody for all upgrades

Conduct dragnostlc testlng afier any software/firmware upgrade

Remedy any discovered malfunctions prior to election logic and accuracy testing cycle
Download 0S8 patches and upgrades from a separate computer and transfer by CD

Election Set Up and Definition
Proceﬂures ‘unigue to California fo be set in the GEMS database are as follows:
On TS oplions tab - disable print barcode

On OS options tab - reject overvoted races and ll races blank voted

ON'OS opiions tab - use report 195/196US and version 196
No characters ("$&) used in race or candidate names.
Refer lo GEMS user guide as needed

Print GEMS audlt log and retain as part of official election record
Hardware auclrl logs should be printed and retamed as part of the official election record

Al} checkl!sts and logs must be printed and retalned as»pérl'ol lhe ol‘fual elechon reoord

Conduct logic lest to verify logic on MC is ‘consistent with election set up and proofing o i
Conduct system proofing of all electlon data for each unll (ballot content, etc. )
Conducl proofing of electron content (GEMS reports, Ballot facsmles audlo file les)

Conduct logic and accuracy lest using test ballots for each ballot type in the election

Prml GEMS reporl to ensure expected information was transmltled/recorded from MCs
Print AVPM audit trail to test accuracy of audit trail against AccuVote TSX nd _GEMS

Form a Loglc and Agcuracy Board to conducl testing (appomled by electlon ol"F ficial) . o

Submit copy ol ballct tally program so SOSno tater than 7 days before electlon
Ensure prooedures of vote tallying are open to ob_servat:on by Election Observer Panel -
M>*~tain Ballot oounllng eguipment in satrsfacﬂtory manner accordlng 10 vendor specs.

( dnent testing and maintenance performed by quellf'ed and trelner;l personnel only '

Al 1y vomponent lhel Tails testing must be repaired or replaced prior 10 use in ele_ctlon

CEO prepares list of quantities of all equipment to be used to tabulate votes during election

A_ny_ change in host labulatlon computer equtpment after cerllﬁcatlon requires recert |
Polling Place Procedures —_— i
Merklng devrces com_pallble with / "AccuVote ES-2000 i

Ballots of such form as requrred for lallymg by GEMS or the Vo(e Tally System

One or more ballot boxes or oonlamers that may be sealed or locked (for voters ballots)
Precinct ballot statement for reconcmallon of all voled spoued and unused ballots

Poliing Place Setup
For AccuVote Optlcal S_can Precincts

Verlly del;very of AccuVote tabulator with oorreql memory card lnstalled

_E__rjn’s'ure ballo_l_ng 1S compahble with AccuVote
Secure location of wo keys appropriately labeled for AccuVote and baliot box
Verify ID number on AocuVole -0S is same number on Voting Device Reporl

Check number on seal that locks memory card slot in place-report broken seal
AccuVote Ballot Box set up
Verlfy that no ballols remain in any of (he ballot box bins from testing or previous elecllon

Close and lock all ballot box doors
Set up AccuVole TSX with the AVPM using the AccuVale 78X Poll Workers Guide
Verify lha_l_ll:l_e_se_r_l_a_l_rgmber and precinct on securlty canister and display screen match
Report problems to apprbpnale elecllon O‘f‘fCIaVJUfISdlCtlon hotline/help desk
For DRE grecincts
Perform printer test
Allow zero report (o print and election officials to verify zero counts and sign tape
Lock printer compartment and side door
l-'or AccuVote Optical Scan Precincls
Unlock prmter cover and turn AccuVote on
Check AccuVote LCD to ensure poll number and public counter are at zero
Verify the zero tape pnnled successfully
that all candidates names and propositions are displayed correctly
A that all candldate names and propcsmons have 3 zero total
Rep!ace and lockpnnler cover onee zero tape verified and signed
For AccuVote DRE precincts
Voters issued an absentee ballot may not vole at polling place unless surrender AB
Verify that a voted absent voter ballot 1s sealed and signed

Inspect AccuVote-TSX hourly 16 ensure power cord is connected and screen displayed
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CALIFORNIA COUNTY ELECTION PLAN AND DIEBOLD VOTING SYSTEM CHECKLIST

Offer instructions to volers in the use of a voter access card or other aclions

AccuVote TSX Privacy

CEO will arrange unlts to provide voters with 3 private voling environment

Have poll workers have non-ADA voters vote on AVTSX to ensure anonymity o! all volers -

A55|sl blind voters in ihe use of the AVTSX and place VIBS cover on AVPM pnnter ) P i
P~ e voters with large magnmer if needed I

v

N :cuVote Optical Scan Precincts
Inswruct each voter in the proper method of voting
Check periodically to make sure the AccuVote is working properly

Make sure the results tape shall not be removed or torn off while polls are open
Voling will oontlnue lf AccuVole becomes inoperative, ballols in auxiliary bin
Voter Assmtance

Precinct officer to be available near AccuVote device for assisling voters
Secrecy sleeves used to protect voter privacy

Issue provas:onal ball_ots according to prescribed state laws
Close polls according to Election Code section 14401 et. Seq o
Handle reporting of write in voles as required by law, SOS or both ) ) !

Conduct public manual tally of baliots cast in al least 1% of precmcts wnhm 15 days o .
Vote results tabulaled by hand usmg _county preestablished procedures I
Apply. unlform vole counling standards when counting votes (established by S0S) |

Post Electlon Actsons
Perform d|agnostrc accuracy test on all AccuVote-OS unlts after close of election
Hand count votes if any AVOS unit fails diagnostic

Conduct 2 full post election logic and accuracy test if desired
Reporl ofﬁctal_canvass to SOS to validate the outcome of the election
Back up and retention of electlon material

Upon certification of election results refer to Elections Code Sections 17300-17506

Retain ballots and “election materials for as long as s required by law and election type
Preserve copies of election database

Retain GEMS audil log along with ballots and other election materials as required by law

Manual Recount Procedures

Any recount shall be conducted publlcly ”

|

Elections official shall provide for security of ballols dunng recount process [
Research review, handlmg of eleclion matenal shall be done 2t discrelion of EO i
|

No person appointed as an observer may interfere with the recount process

The
P

cal Security

EO shall prior to recount establish procedure for resolution and review of challenges N

3 ail ensure prolection of election tally process from manipulation, accidents, errors’ o 1
Eswolish procedures 1o ldenufy changes to the ballot tallying system ) . o
Establish procedures for the physical protection of facilities, equipment and data

Establish contingency plans for ballot counting T i
Establish procedures for internal security such as restricted access, logs, passwords :
Prov:de ‘method for 1dennf caﬂon of unescorted personnel (ID badge log, etc )

Maintain GEMS secverin a controlled of locked area with limited access

Verify and submit to SOS that no DAO capable program has been instalied on GEMS

Limit use of administrative user logins of GEMS server

All network connections including GEMS should be local ) ] )
GEMS server and computer to be used for election purposes only o
Eiectnon staff shall not install unapproved 3rd party software on the GEMS server system

Test ény outs_ldp software or files on anolher slandalone syslem before usmg on 'GEMS

Enable approved virus checking software on computers supporling GEMS o |

Do not use extemally supplied roDDy disks, CDs etc. on GEMS server without pnor test :
Only enable modem attached to GEMS server for transmission of unofficial results :
Secunty of AVTSX units

All AccuVote TSX units upgraded to use software that requires SSL/TLS standards

New encryption keys created and used for Smart Cards and AVTSX units each elechon
Security keys verified and logged as they are chan_ged

No PIN shall use only the diglts “0" or *1”

Supervisor PINs shall be changed for each eleclion and stored in a secure location
AVTSX PiNs shafl be changed for each election and stored in a secure location

Each MC shall have permanent serial number assngned o it

Malintain a written chain of custody log for each MC and AccuVote TSX unit

Seal AccuVote TSX across the halves of the unn wnh serialized tamper ewden! seal
Violation of seal prior lo election start, unit should be removed from secvice- |nsgected
Before inserting MC into AVTSX unit, reinstall ballot firmware from a trusted copy

Any question about the secure chain of custody of install card/firmware, reprogram unit

Each MC lo be programmed in a secure location under supervision of ROV

Custody iog begins after MC programmed and inserted in AVTSX units

P iin ¢chain of custody log recording MC and seals assigned to each unit

Ir.. _ .ty of tamger evident seats verified prior lc_; election on election day

Seal discrepancies are confirmed and reported to CEQ and unit put out of service

More than one vote per AVTSX when used for accessibrlity provisions of state/fed law
Secunly tamper evident seals used duung transport phase of the memory card

If 3 breach of sealed MC occurs, unit and MC must undergo manual reconciliation of votes
Security of AVOS units
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CALIFORNIA COUNTY ELECTION PLAN AND DIEBOLD VOTING SYSTEM CHECKLIST

Each MC shall have permanent serial number assigned to 1t

Maintain 2 written ¢hain of custody log for each MC and AccuVote OS unit

Each MC to be programmed in a secure location under supervision of ROV

Custody log begins after MC programmed and inserted in AVOS units

Maintain chain of custody log recording MC and seals aSSIQned to each unrt 3

In*- -ty of tamper evident seals verified prior to election on election day o

< screpancies are confirmed and reported to CEO and unit put out of service
Security lamper evndgnt seals used during transport phase of the memory card

If a breach of sealed MC occurs, unit and MC must undergo manual rechClllatlon of votes
Replacement. seals should be logged and verified

Logical security of system ‘and components

All network services and nerwork ports are to be tumed off except those required by GEMS
Minimize number of peopie in elecnon office with administrative access to GEMS
Change passwords be_fore each election

Do not leave GEMS server, workstahon or terminal unatlended without logging out
Ant| virus program msta!!ed on computer running GEMS

Audit records of server

Virus scan any updates and transfer to GEMS server via CD once validated

Any soﬂware to be loaded on server should be virus scanned and verified then loaded
Verify that aII of tl_'ne expected functuonamy of the GEMS workslalion is available

Securlty proc dures for central processing

Ballots should e secured from tamperlng theft and damage

Physical, iechnical and admin. processes in place to ensure security of CPS . . |
Unils used for early voling secured at the end of each day and logs kept |
Election material used daily shall be secured when nol in use |
Server Iocked and secured when not in use and only used by authorized personnel

EO shall ensure the results of votes counted reflects the number of voters and their chonces

If early vo(ln_g over several days reéulls should be recorded daily and secureiy s(ored

Voted ballots returned sach day to EO and an audit trail produced
Storage at Election Warehouse

Voting terminals kept in secure location with restricted access prior to distribution

Ballo tally software escrowed according to Ch 6 of Division 7 of CA Code of Regulations B
AVTSX and AVOS units should be kept in secure location at vote cenlers-imited access |

AVTSX and AVOS inventoried, seals verified and discrepancies noted prior to use

All systern audit logs for soﬁware and hardware retained as part of official elections record
Logic and accuracy lest results, maintenance and repair logs maintained
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-COMMENTS
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CALIFUNONIA GUUNT Y NARKT VOING DTI 1LY CNEUVALID])

COUNTY NAME:
COUNTY’ELECTIONPLAN PROCEDURES . : ! s e i ... .. | PROCEDURE COMPLETED
General 'Y=YES. N=NO. NA=NOY APPLICABLE

Etectlon Communications
Prr“edures in plaoe to ensure quick communication with poll workers in case of emergency

E f phones solely designated for_pojl workers lo call and ask questrons
5 * more of polling places have pubhc lelephone access
P. zs are close enough for poll wmkers to use to contact counly elections office

Pali workers are provided rnformatron on galtmg collect

Polling locations have convernent pay phones
Record the cell phone and/or pager numbers of poll workers

Inform ool_t w_orkers to keep phones turned onin case they need 1o be contacted
Remind poll workers to charge phones before election day

Provide cell phone to precinct captain
Extensrve system o trouble shoolers or rovers

1:6 ratio of frouble shooters to oollrng places of better

Rovers/trouble shooters check in with poliing places at least 3 times 2 day or more
80vers/trouble shooters required to check in with elections office at least twice a day

Poli workers notified to handle a systemic problem with equipment through lroubleshooters/rovers )

County | has safety and security pian to handle election day emergencies and incidents
Phys_r_cal Security o
Systems Security Plan to ensure mfo Pprovided by election systems 1s confidential, available, accurate

Voting equrpment 0y stored in secured facrhty (locked) L o o .

Secured tacrlrty is equipped | with survertlance cameras

. Secured facility had limited access via key card, security card or 1D badge
Secured facility is protected by security service
0nly authorlzeq personnel permilted in certain areas of elections office or elections v warehouse

Ballots stored in secured facility

Secured facmty is eg_urpped with secunty alarm

Secured facility is equipped with surveillance cameras ) o o
| Secured facli y has limited access via key card, security card or D badge
Secured facility is protected by securify service

Software upgrades verified as state certified

County employee installs upgrades

Vendor installs upgrades

|
el e - W S —— - P
|
|

Vendors sometimes handie voting equipment o
¢ 'y employee present when vendor handles equipment ) ' ]

t -omputer for server is rsolated from other networks

3 ss mternet 8tsabted or abse_nt from computers used to host server

Pol) workers and transportatron of votlng equipment

Poll workers complete delailed applrcatrort form

Poil workers must attend at least 4 hours of tralnrng or more

Poll workers altend 3 hours of | (rgining o less
Poll workers are provided wilh poll worker manual following training

Poli workers are _abte tq__r_e_getve addrtnonat training via county website or CD rom v |
Poll workers are given video or i) m_'addrtron fo regular trarmng _ o | . L W
Background check oonducled on poJf workers

Votmg' equipment transported by counly employees

Volrng_equrpment transported by poll workers

Delivery of voting equipment to poliing place occurs 5 days or more before election day
Delrvery of voting eqmpment_ to poliing place occurs 3 days or more before election day
Delrvery ‘of voting equipment fo polling place occurs 1 day or more before election day

Voling equipment is dehvered on day of election

Ballots are transported to pol]»ng place 1 day or more before election day ) ’ .

Ballots are delivered on day of election
Ballots are delivered by county employee
Ballots are delivered by poll worker
Baltots are de]rvered by third party

If poll workers transport votrng equipment they receive equrpment 5 days or more prior to election day
If poll workers transport volr_ng equipment they receive equ_lpment 4 days or tess prior to election day

If poll workers transport ballots they receive them 5_d_ays or more proar to eler_:tron ay .
it poll workers transport ballots they receive them 4 days or less prior 1o election day

Poll workers receive ballols on day of election

If received prior to electlon day voting eqmpment is stored in secure |ocalion

H received prior to eiection day ballots are stored in secure location

Tamper evndent seals are used to secure volrng equipment I
Unused batlots are secured in ballot box, trapgport bag or olher

A 1urpment and baliots are mventorred before and after arriving at polling place

! dy 1ogs are Tnaintained for all voting equipment

( Jy logs are matntarned for ballots

Picunct inspector or other is requrred to sign for voting equipment/materials upon detrvery

Serialized or other tamper proof/ewdent seals placed on all ports where MCor other memory device inserted

Poll workers are trained to be alert for signs of tampering
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CALIFORNIA COUNTY HART VOTING SYSTEM CHECKLIST

Poll workers are to contact Elections Office or Precinct Inspector if tampering Is suspected

Poll workers log instances of lampenng

Poll workers log instances of anomaly :
Rovers are deployed lo respond 1o possible tampering or equipment anomaly )
If 2 unit is nusable due to security requirement, poll workers contact Elections Office {
R- rs are deployed to atlend to security requirement issues

[ »n Day

F.  orkers are trained to only issue a card to a voter once voting station is available . |
Poll workers are trained to ensure line forms at registration table not votmg stations '
Troubleshooters rovers or other election assistants circulale to polllng places Election Day
Post Elect_no_n__

Operalional Plan addressmg the control and secumy of ballot transportation to CTF
Transponatron o! election materials to central count is done by al least two EOQ/poll workers
Sheriff or other police escon of ballols/election materials to tabuiation facility

Election tabulation premises is secure (locked)

Election tabulation facility equrpped with alarm

Elecnon tabulation facility equipped with surveillance cameras ) . L 1
Specral key card, security card or badge required for access {o labulatron_area . o !

Securrty personnel on hand to provide additional security to tabulation facility ) _ ] :

Sheriff stationed at tabulation facility until completion of tabulation process’ -

Printed r_e;s_ulls_tap_e_s_arld back up copy of tabulation placed in secure location after tabulation .
Results tapes and back up copy of tabulation remain in secured storage 2t least 22 months R {
Event Icgs bal!ot rmages summary totals from each MD backed up on tabulation database
Audlt logs of every action and operating on any voting equipment or software are retained
Tabulalion server is isclaled from other networks

Third party used to evaluate the physical security of facility i

Electrons  Official (EO) inspecis and certifies accuracy of voting equipment every 2 years . P
(o) prepares ist, including quantities of all equupment to be used to tabulate votes
Voting tabulation equipment certified for use in elections by SOS prior 1o use in election _
Filed Election Observer Panel Pian with SOS o |
Submil plan for voier and poll worker education no later than 30 days prior 16 eleclion
Conduct poll worker and voter u'alnmg on appropriate elements of systems
Voting system complies with all applicable state and federal statutes, rules and regulations.
VENDOR PRQCEDURES FOR COUNTIES

I
|
Pre-Election Activities {
T

Cr-~te BOSS eleclion database and verify all data is correctly entered and loaded to MBB

3 BB contams the same information

\  operalion of PVS prier to distribution to polling locations
Election Speclfic Test L o
Enure system lested nol more than 10 days before election to ensure proper functioning

Accura_y Testing ] |

Accuracy test must be per{ormed prior to Logic 2nd Accuracy Certification

Accuracy test must be performed again within 72 hours prior to tabulation election day

Accuracy lest should demonstrate proper function of units alone and system together
Ba!lot Inspection and verification must be conducted s0 proper ballots are created
For paper ballots print bailol for each precinci in desugnated ballot style and venly formavinfo

Election Procedures o ) A ) |

eSlates in the booths are daisy chained logether using provrded cables ) i
JBC is connected lo one eSlate |
Provisional ballots are cas! using paper ballot from Ballot Now Votlng system

Ensure correct Calr!orma Certified _paper is loaded property into prinier for paper ballots
Ensure dimensrons of paper malch those selected in BOSS application
Pollmg Pla<:e Procedures

Locate equrpment in 2 way that maxrml_zes trafiic ﬂow
Install MBB in JBC and ensure proper upload
Go to each votmg booth and exercise voler input conlrols to verify correct operation

Assagn each eSIate booth a booth number using JBC and use signage lc indicate number o ’ ]

Print zero tape once equipment is set up and relain for efection record

Central Cou nting

Ensure MBB is returned to Election Headquarters securely in JBC or carrying case
Ensure that alf election |nfo including write in, provisional and Rally votes Upload (o Tally
Archive Tally database by copying It to CD

Manual recount from at least 1% of the voting precincls compared to computer results

Each official canvass function must be performed by a minimum of 3 persons
Venfy ellgzbrlrt\/ of provisional ballots
Compare number of voters on precrnct report o number in Roster-Index issued by EO

Verify number of baliots voled equals the number received by the precinct A i
Process any unprocessed absentee ballots not aiready counted h

F ‘¢ statement of write in votes Certified Statement of Election Resulls

1 3ople will atiend ballofs at all times during 2 recount

Nourication

£0 sends certified resulls of logic and accuracy tests to SOS

Amendments to cerlified equipment made no later \han day before the election
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If equipment s repaired;allered/replaced after certification, retest of accuracy/logic needed
Results of accuracy and logic tests of uncertified equlpmenl musl be sent to SOS
Election Observer Panel

Ensure tabulation procedures are open o observation by Election Observer Panel

Lenic and Accuracy Certification .

[ and Accu racy Board appointed by etections official to verify correctness of VS

L ind Accuracy Board to conduct tests and report results to EO and SOS

G. .a

Report any votmg system issues to SOS and vendor
Physical Security
Computers should be operated ina secured room with limiled access

Computers should be locked to a desk, table or stanchion by a Kensington lack or similar
Computer housing should be locked 1o prevent una uthonzed access

Floppy drive and CD drive should be locked agalnst unauthorized use

Computer running ‘eSlate EVS should not be connected to county network

Computer running eSiate EVS should not have access {0 the Inlernel
Election data should be frequenliy backed up and stored in a secure Iocahon
Baliot Now o be used only as central processing apphcahon at eleclion HQ
Operational Security

Log off computer anytime eSiate EVSis not bemg used

Never give admnmstrahon privileges to any regulgr operator (passwords)

See system administrator for any issues with BOSS sofiware

Data Security
No personal software of any kind should be run on computers hosting eSiate

Anythmg (] be mstailed must be authorized and fe tgsled for viruses

Regularly ron anli-virus sgsﬂware that comes sfandard on eSIale EVS

Obtain antl-vrrus software  updates as they become avaliable

Select, store and cljange paswords properiy

Change passwords frequently
Precmct Voting | Secunty
Votmg fing terminals should be kept in secure location after belng programmed for election

Tamper evident secunty'seals installed on any key Iocks access doors, panels ports

Logs kept 1o record the use of each seal

Softwa_rg_OBe_ratiin_agd system state

No_tify_ customer service contact _pf any error messages durmg g_o_f_t_\avir_e operation
Attempt to fix error indicated by €170r Mess

: by Changmg data first
If application Iocks up prgss CONTROL A

> JELETE to shut down application
l{ 1ows NT locks up shut down lask or ‘power-cycle the computer
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COMMENTS
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CALIFORNIA COUNTY
SEQUOIA VOTING SYSTEMS CHECKLIST

Electton qug_mumcatrons

Procedures in place to ensure c{urck communtoatton with poll workers in case of emergency
P » phones solely designated for potl workers to call and ask questions

L r more of polling places ‘_Eubltc telephone access

Phones are ctose enough for poll workers fo use to contact county elections office

Poll workers are provided information on calling collect

Poliing tgc_attons have convenient pay phones

Record the cell phone and/or ‘pager numbers of potl workers

inform poll workers {0 keep phones turmed on in case they need 1o be contacted

Remind poll workers to charge phones before election day

Provide cell phone to precinct captain _ .
Extensive system of trouble shooters or rovers . o :
1:6 ratio of trouble shooters to polling places or better o
Rovers/troubte shooters check in with polling places at least 3 times a day or more ' )
Rovers/trouble shooters required fo check in with elections office at least twice a day |
Poll workers notified to handle a systemic problem with equtpment through troubieshooters/rovers |
Coung has safety and secunty pian to handle electron day emergencies and |n0|dents |
Physical Securlty 3
Systems Securlty Plan to ensure mfo provided by election systems is oonttdenttal available, accurate e
Voting equipment is stored in sewred facility (locked)

Secured facility is equipped thh set:unty alarm

Secured facility Is equipped W|th survetllance cameras ' . . ,
Secured facllity had limited access via key card, security card or ID badge . o |
Secured facility is protected by secunty service

Only authorized personnel permitied in certain areas of elections office or elections warehouse .
Ballots stored in secured facility

Secured facrltty is equipped wrth secunty alarm

Secured facrttty is equtpped wrth survetllance cameras

) Securec_i facmty is protected by securtly servtce

|
Software upgrades verified as state cerfified B ) | .
Countly employee inslalls upgrades . i

\) ors sometlmes ha_ndle voflng jutpment o .
C y employee present when vendor handles equipment |

Host compuler for server is |solated | from other networks

ereless infernet disabled or absent from computers used to host server

et disabled or abser T ——

PoII workers and transportation of votlng equtpment : o
Poll workers complete detalled apphcatton form ) |

Poll workers must attend at least 4 hours of trammg or more L _ R
Poll workers attend 3 hours of training or Iess

Poll workers are provtded with polt worker manual following training

Pall workéré are able to receive addrbonat training via counly websrte or co rom

Poll workers are given video or DVD in addition to regufar training ] )
Backgrou nd check conducted on poll wcrkers ; ) i
Voling equrpment transported by county employees
Voling equipment transported by polf workers
Voling equipment transported by third party
Delivery of voting equlpment to polling place occurs 5 days or more before electton day

belrvéry of voting equipment to polling place occurs 3 days or more before eletz_ttgr) day

Dehvery of voting ethment to po]tmg place occurs 1 day or more before election day

Voting equtpment is delivered on day of election

Ballots are lransported to po_llrpg place 1 day or more belore election day

Ballols are deiivered on day of election

Ballots are delivered by county employee

Ballots are delwered by poll worker

Ballots are delrvered by third party

If potl workers transport voting equlpment they receive equipment § days or more prior to election day
if poll workers transport voting equtpment they receive equipment 4 days or fess prior to electton day |
if pol] workers transport ballots they receive them 5 days or more prior fo election day
If poll workers transport ballots they receive them 4 days or less prior to election day

Polt workers receive ballots on day of election

If recetved prtor to election day voting equipment is stored in secure Iocatlon

|f rarewed prior to election day baliots are “stored in secure location

T er evrdent sea!s are used to secure voling equipment

L d baliots are secured |n ballot box transport bag or olher

Custody Iogs are mamta:ned for all voting quipment

Custody logs are maintained for bgllo_t_s.

Precinct tnspector or other is required to sign for voting equtpment/rnatertats upon delivery

Serialized or olher lamper proof/evident seals placed on all ports where MC,or other memory device Inserted

COUNTY NAME:
COUNTY ELECTION PLAN PROCEDURES : S ; | COMPLETED
General YININA




CALIFORNIA COUNTY
SEQUOIA VOTING SYSTEMS CHECKLIST

Poll workers are trained to be alert for signs of tampering

Poll workers are to contact Eiections Office or Precinct Inspector if tampering is suspected
Poll workers log Instances of tampering

Poll workers log instences of anomaly

F s are deployed [0 respond lo possible fampering or equipment anomaly

I it is unusable due 1o security requirement, poll workers contact Elections Office

R 3 are deployed to attend to security requirement issues

Election Day

Polf workers are trained to only issue a card to a voter once voting statlon 45 available

Poll workers are trained o ensure line forms at re_g|slr_at|on table not voting stations
Troubl@shooters rovers or other election assistants circulate to pomng piaces Electron Day
Post Election

Operahonal Plan addressing the control and se_curhy of ballot transporiahon to CTF

Transportation of election materials to central count is done by at least two EO/poll workers

Sheriff or olher police escort of ballois/election malerials to tabuation facility T
Election tabulation premises is secure (locked)

Electlon tabulatlon facility equlpped with alarm

Electlon iabulahon facility equipped with surveillance cameras

Speclai key card, securily card or badge required for access to tabulation area

Secur:ly personnel on hand to provide additional secunty to tabulatlon _fac:l:ty

Sheriff stationed at tabuiation facility untii completion of tabulation process’

Printed results tapes and back up copy of tabulation placed in secure location aiter tabuiation
Resuns tapes and back up copy of Labu_tggg_q__rﬂng_l_r)_gl_secured storage atleast 22 months
Event logs, ballot images, summary totals from each MD backed up on tabulatlon database
Audit | logs of every aclion and operatmg on any vohng equnpment or soﬁware are retamed
Tabulahon server is isolated from other networks

Third party used to evaluate the physical security of facility

Elections Official (EO) inspects and certifies accuracy of voting equipment gvery 2 years

EO prepares iist, including quantities of all equipment to be used to tabulate votes
Voling tabulation equipment certified for use in e!echons by SOS prior to use in election
Filed Election Observer Panel Plan with SOS prior to most recent election )
Filed plan for voter and poll worker educahon with SOS at least 30 days prior to most recent elchon
Conduct poll worker and voter training on appropriate elements of systems,

m complies with all appucable state and (ederal statutes Tules and regulations

'~l|ed with provisions set out in vendor use procedures mcludlng

VP or MC shall have a permanent sefial number assigned and affixed to it

E MP or MC shall be programmed in secured facllity under supervision of RQV staff

Once MP or MC is programmed it must be lmmedraiely msened into ass1gned unit and sealed

Seals must be tamper evident and placed on equipment by_ ROV staff

Serial number of seal must be Iogged onto tracking sheet
County must maintain wntten log record:_ng which seals are assigned to which unlts

Any breach of control over MP or MC before election shall require its contents be zeroed
Inlegnty of tamper evident seals must be venf ed by precinct officer on electlon day

Serial numbers of seals must be verified by two ROV staff agamst the fog on election day
If seal broken or dlscrepancy, condition must be confirmed and reported to CEO

Broken seal on Edge DRE requires full manual reconciliation of the votes captured onMC to paper record
Brok@n seal on Optical 8can requxres full manual reconcnhatl_or] of counts in MP against paper ballots

Céunty mus{ manntam wn_lten log recording cham of cuslody of each MP and MC from programmmg on -

Every electronic record must have a correspondmg paper record copy

VENDOR PROCEDURES FOR COUNTIES

Diagnostic Tests

Conduct dlagnoshc tests on every unit to be Lﬁe_g_lp election within 50 days prior to election
Conduc{ dlagnoshc lests according to manufaclurer guidelines

Implement correction or recovery procedures as needed

Conduct Summary system diagnostic tests according to manufaclurer guidelines
Implement correctmn or recovery procedures as needed for sysiem summary functions
Conduct ballot specnl’c.auon diagnoslic tesung to ensure ballols meet proper bailot criteria
Conduct exoeptron processing lo ensure proper response to error or anomaly conditions
Cond_uct test for error ballots

Pre- Elecuon Sel up and Tesling

Tes_t_l_ng o_f___v_o_tmg machines and central system conducted before use of equipment in election
Ensure results canrldge (RC) is loaded with verified ballot definition data

Voting units are tested in Pre-LAT mode to ensure proper counting of test votes

Elecironic vole count Is compared to paper vote count to verify accuracy )
Technician signs venﬁcahon section of results report to indicate successful completion of testmg
/ re-LAT is completed seal Edge for shmment to pollmg site

¢ *Cand Poll Switch door in place and record seal numbers

¢ ct Joglc tests of Summary systemn before and foHowmg electnon mght taburauon

For official canvass, conduct summary system logic test prior to processing

After official canvass, conduct accuracy test for 100% of 400C units

Congg_qt Logic and Accuracy lest for summary system foilowmg official canvass

Remedy any discrepancies in LAT and reiest ror correct function befcre elechon
Any change of voting system equipment or hardware requlres retesting




CALIFORNIA COUNTY
SEQUOIA VOTING SYSTEMS CHECKLIST

General Security

WmEDS Server and workstation NEVER connected to unsecured public network
WmEDS Server and workstation in controlled, locked area with limited access
WInEDS Server is locked up between elections

WInEDS Server is dedicated to election use

Vv DS server itself Iocked to provide security against unauthortzed use

A ¢ installation disk locked up to prevent unauthorized use

Electlon Database

Backup coples ‘of election database made and secured in location separate from working copies
Election database shail be stored for as long afler the etectlon as required by law

Changes made to central system software (WmEDS) or EDB after Pre- LAT are documented
Results Cartridge

RC used for vote tallying shall have both a physical readable label and an electronlc identifier
Memory Packs

Memory Packs rnust be appropriately labeled depending on orecmct of use

Memory Packs must be initialized in units prior to use to test accuracy of data and units
Seals must be used on all programmed memory packs inserted into units

Audlt Log

Actrons nol reported on the WIN EDS syslern are recorded en 2 log book by the operators
Central system software is maintained under the conrol of Iocal election official

Central system software shall be available for inspection bllocat electton official

Verivote Printer
Shali be secured wilh tamper evident seals to ensure no one ¢ other than voter can view marked ballot

Seals on AVVPAT remain _lntact untif pnnters are retumed to ¢ coumy electlon oﬁ' ice

Secured against tampenng through seals and continuous form printed record
Controlled Access:

Optechl Insrght operators shoutd have con_tr_ott_ta_q'ag_(:ess to units i dtng access to unlt keys

Operators shouid have controlled access to keys that _tock ‘CPU and doors
Keyboard should be locked up inside the machine

Use First Security Agent to pro_tect agalnst unaulhonzed entry mto system

Measures taken to prevent unauthonzed operating system access o p_rogrammmg PC or umts

No more than two persons in the county shall have administrator leve! access to programming PC
Passwords

Windows passwords used to proteot agamst unauthonzed entry into system

Passwords shall meet or exceed best practices for st'ong password

Passwords used for WInEDS or Wm ETP software, to secure pre-set Roles Users and ‘workstations

P° “vords should be changed before every election

f jords and Togin Ids not used by anyone other than to whom they t have been issued
User must change password if password suspected to be disclosed to unauthonzed party

Equipment and Data Security
If PC cannot be dedicated, reload all software and data files from s secured backup copies for intact sysiem

Do not allow unauthorized software to be run on PC, specifically shareware

Approved virus checkmg program must be mstalled on the PCand run prior to each electlon

if Centrat System i is not ona standalone closed" network approved t' rewatl program must be on PC
Network should be isolated trom_ any connection to exlemal inlernet

Al network: connectaons must be local
Unique user password for Network Jogon

Develop__s_e_c_qr_ll)_' test ptan ) momtor secunty ievel o .

Monitor security audit logs -
Vendor provnded list of all software needed by election management software

Destruc’uble Seals

Seals must be used on ALL voted ballot containers
Seals must not be broken except for ballot |nspeot|on
Audlt lrail logs of seal assignments an_d_[gpl_age_rnents must be mamtamed
Storage ‘of the AVC Ed_ge 400C or Optech Insight

Units must be stored in access controlled area

Spare. Edge parts should be Iocked up at aIl hmes

Limit access to machmes cartndgas spare parts as much as posstble
Perform {ull mspectron of each machine - including validating firmware version before election use
Units should not be left unattended without password protection

Un|ts should be locked up between elections

Internal PC or unit dedicated only to election use

Doors on unit PCs locked to provide securlty agalnst unauthorized entry
Maste. trts'tallatlon dISK locked up to prevent vnauthorized Lse -
[U~" ~hould be locked to provide security against unauthonzed entry

p ssential workstatlons should not be connected to 400C network
Louqmg the Ballot onto AVC Edge

Ballot load and Pre- LAT operations performed by AVC Edge tachnicians while maci:nes In slorage
Pre-Election Set up and Testing

Testlng of voting machines and central systemn conducted before use of equipment in election
Ensure results cartridge (RC) is loaded with verified ballot definition data
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CALIFORNIA COUNTY
SEQUOIA VOTING SYSTEMS CHECKLIST

Voling units are tested in Pre-LAT mode o ensure proper counling of test votes
Electronlc volg count Is compared to paper vole count to verify accuracy

Technncnan signs venfcatron section of results report to indicate successful completion of testlng
Aﬂer Pre-LAT is completed seal Edge for shipment to polling site

¢ &C and Poli Switch door in place and record seal numbers

N m Proofing

Conducled _|r_\_r£>u_s_e testing of all phases of elechion preparations

Ass_gnment of jurisdictions to baliot styles

Linkage of preclncts to ‘baliot style

Baliot content of each ballot style

Precmct identification coding if used

Elecnon night summary report format

Testmg ol all cartridges to be used in election

P_{g_pﬂa_r_a_ho_n of machines and cartridges as described by vendor _

Storage of test script -
Maintain Pre-LAT test script in locked secure storage until actual vote counung commences

Transportation

During election, RC must always be inserted in AVC Edge
Memory pack msened into Oplech insight and sealed

Rear access lid fo unit locked

Maintain audit trail logs of all seals used in eleclion process
Not more than 5 days before eleciion begin preparmg retumed absent voter ballots for counting
Early Voting . ) -

Polls Open/()_lp_s_eg!_swﬂch is put in Open position for early voling |
At the end of each day of early voting the switch is left in the open pomtaon but sealed and RC removed i
Polls switch wrned o closed position at end of early voting o ) |
Venvote Printer Prooedures

Paper is prOperly :nsta[led

Functional test has been performed on printer o
Prlnter is se red ‘with tamper g!__q;ant__gggl_and placed in nylon’ case f transport

Elecuons ofnc;al shall provide suffi cient number of printers for prectncls to meet needs of voters _ .
Conducting the Election |
Check baliots to ensure ballot style, (D numbers, serial and precinct numbers are correct ) _ !
Secrecy sleeves or envelopes on hand in if ballols pnnted on 2 sides

Proper ballot marking devices on hand n

CrAcate of packaging and sealng in duplicale with bustness. reply envelgpe addressed to EO

N n poils open/closed cover intact until machme assembled and polis open

Reseal in polis open position ones polls are open with replacement seal

Verivole printer should be sealedllocked lo keep conlents secure and unit securely mounled lo Edge

Make a pad of demonstration ballots, markers and demonstration materials avallable s s
PoH il workers should demonsirate voting procedure to volers using a sample Dallol
Ensure proper programming of voter activation ¢ cards

Ensure voters name is checked off list after Lhey have recered activation card

Verify that serial number on unit is same number lls(ed on venfcanon report

Ensure Mp_already inserled into unit and sealed

Unlock rear access lid, power up and relock access i S o
Enter 4 dlgrt access code to initiate eleclion

Only maintenance and Administralive personnel should have 4 dlgli access code
Keypad keys are not accessible to poll workers or volers because they are in locked oomparlrnent o

Print out system s start up reports

AVC Edge aliows review and change of voling choices 2 times before casting ballot

If prmter experiences 3 problem the printer should be replaoed by poll workers whh a ready back up
Edge should be powered off during printer replaqe_n_mgpg andigagnﬁpjg_ced printer not broken

At least every hour inspect each booth 16 ensure no electioneering materials present

Ensure that no person to whom an absent voter ballot was issued can vote without surrendering absentee bal!ot
Ensure those tumlng i absenlee ballots seal their ballot _ |
Seals must be used on ALL voted ballof containers e
Upon leaving the votmg booth the voter places iheir ballot n secrecy envelope to proceed 1o ballot box

All printers should be relurned with other supplles on election night

Verivote printer paper | instalied only by lramed techntcal

Removal of RC from Edge will result in stoppage of operation of unit

Seal on verivote printer not to be broken at any time by a poll worker

Keep auxiliary port e[npty to prevent stoppage of operahons

Numbered seal instalied 1o physically ensure RC is not removed

Seal numberq shouid be recorded on election paperwork

In case of power failure use auxmary bin to deposit ballots and contact elections office

Usa Oplech |n5|ght poll workers manual for instructions on how lo replace paper tape

¢ st Central Trouble Review Board for problems with eqmpment

Ciooing Polls

Seal on polls switch cover cut and switch moved fo closed position

Unseal compartment contammg keypad angd press print totals to close polls

Wait for unit to print results if equipped with printer and sign results

Conduct Post logic and accuracy test if desired

Unlock rear access lid and power off unit Optech




CALIFORNIA COUNTY
SEQUOIA VOTING SYSTEMS CHECKLIST

Break seal 2nd remove Memory Pack from Optech Insight

Place broken seal in plastic bag marked seals and return {o electon board

Place MP in antlstanc  padded bag and return to election board

Deface or seal unused bailots as directed

¢ \!ete the ballot stalemenl prowdmg number of spoiled, unused, prov.snonal precmct ballots
3 |cue number of precmct Voter voted baliols to number of signatures in Roster index
Complete "Certlﬁcate to Roster"

Check with Eo before opening ballot box

Remove ballots from bins and keep them in separate piles for each bin
Pack bal!ois in separate cases, label and return to election board
Record numbers of absentee and prowsmnal ballots and place them in oontamer for return. to EO

Count ail voled ballots excluding absent voter or provisional ballots and record as directed
Ensure a_II requwed materials are in return comamer and seal wilh tamper proof seal

Al members of precinct board sign Certificate of Packaging and sealing and mail fo EO

Copy of Certificale of PS will go with ballot container to central counting location
Poll workers return supply bag, printout bag, official resu!ts envelope and cartridge envelope to CEO
Contalner WILh ballots i is returned to EQ in secured container by at Ieast two CEO staff

Do not reiease ballots to custody of another person without first obtaining a recemt
Tallying Results

Removal of RC done in a secure manner

RC cartndggs places in sealed case and transported by at least 2 poll workers

Paper record copies handled in secure manner and transported by at Ieasl 2 poll workers
ifRC lost use WInEDS to manually enter vote data for AVC Edge from pnnted results report

Central counting facility should be locked with controlled access

Keys and combinalions to CCF keptin safe place
Combinations should be changed before every election

Locks/combinations should be |mmedlately changed if suspected ta be compromised

Official of CCF should have key for access for election coding
Al Ieasl two persons in county should have access (o CCF
AERO accumulation system located in secure room in CCF

Aggregatnon of Precinct Totals in Countmg Center

Eleclion offlcial prepared wrilien procedures of election night tabulzllon process

Election ofﬁcral accounted for processing of provisional and absentee barlots

Dafna@ed ballots may be dupllcated before processing or after rejection by 400C

Duplicated damaged ballot_s must be of a distinclive color and original ballot volded

B~""*s not readable by 400C wm be‘d‘uphcated in the same manner as damagt_ec_i b_a_ll«_:)lts

£ 5 must be stored in secure locatlon 1 following processing

Copy of e!ecllon results_ created and stored in secure location

Copy of vole lotals stored on a floppy disk and | print total report

Provide summary systems operator with d|sketle and repo[t‘of__resﬂ@_

One Peroen( manual recount conducted and results recorded and reported

Conduct Ioglc_ lests of Summary sysiem before and following elect_lon night tabulation

For offcml canvass, conduct su_mrr_l_a_r_yﬂsErQ_loglc test prior to processing e

After official canvass, conduct accuracy test for 100% of 400C units ’ T
Conduc! Logic and Accuracy test for summary syslem following official canvass

Certmcatlon and Repomng

Eiechons off‘ clal appomts log:c and accuracy board to rewew LAT testing and resu!ts

Prowde S0%” copy of Logic and Accuracy certification of testing no later than 7 days before electlon
Retain copies of diagnostic and LAT results reports

Send ballot tally programs to SOS no later than 7days before each statewide election
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SEQUOIA VOTING SYSTEMS CHECKLIST
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ACRONYM OR ABBREVIATION MEANING

AVOS 1AccuVole Optical Scan

AVTSX .AccuVote TSx

BN Ballot Now

CCF Central Counlmg Facmty )

CEO_ County Elections Official or County Electnons Office
CPU -Central Prooessmg Unﬂ i

DAU D;sabled Access Umt _
C_TC ‘Central Taliy Center

EDB ‘Election Datat}ase

EDO - Electlons Division Office _

EO ) Election Office or Elections Official

LAT 'Lognc and Accuracy Testlng

MBB Mobﬂe Baliot Box

MC ) Memory Card or Memory Cartridge

MD' Memory Devtce

MP ||V|emory Pack

PC iPersonal Computer ~ _
PP ~Polling Place

PVS o _ eSlate PVS B

RC i _ iResults Cartridge_ )

ROV ~ \Register of Voters (Office) '

SOs 1 ‘Secretary of State (Office)
svs ' 'Sequoia Voting System )

VS [Voting Systern






