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June 27, 2007 

TO: All Counly ClerkslRegistrars orVolers (07084) 

FROM: 
Debbie Q'Donoghue, Assistant Deput ecretary of State for HAV A Projects 

SUBJECT: Countv Observation - Top-to-Bottom Review Red Team Testing 

Attached are the Top-ta-Bottom Review Observation Guidelines for your information. In 
addition to the guidel ines, Secretary Bowen is scheduling two separate tours of the 
secured testing facilities for county election officials. The tours will allow county 
election officials to observe the testing facility and the secured storage facilities that 
protect the voting equipment, source code and confidential documentation submitted by 
the voting system vendors. 

County representatives will have the opportunity to speak wi th the principal investigator 
oftbe red teams. Due to the confidential nature of the testing and the information 
involved, there will be no actual testing taking place at the time of the tours. 

Each county representative entering the secured testing room will, as all testing room 
visitors are required to do, sign in and sign out upon entering and exiting the room. 

The following tours are scheduled: 

Friday, June 29, 2007 2:00pm 
Thursday, July 5, 2007 1:00 pm 

Please contact Raquel Lothridge at (916) 653· 7244 or rlothridg@sos.ca.gov to let her 
know which tour you'd like to take part in. If you have any questions, please contact me 
at (916) 653-6173 or odonogh@sos.ca.gov. 
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Public Observation Guidelines of the 

Top-to-Bottom Review of California's Voting Systems 


To provide interested members of the public wi th the opportunity to observe the red team testing 
portion of the top-la-bottom review. the Secretary of State has set up an observation room to 
allow people to view the testing being conducted li ve on a projection screen. 

The observation room is located in the 2nd Floor Board Room in the Secretary of State 's office 
building, located at 1500 11 th Street in Sacramento. The following conditions will apply to the 
public observation portion of the testing: 

a 	 The room will be accessib le during the times when testing is being conducted between 8:00 
a.m. to 5:00 p.m., Monday through Friday excluding state holidays. 

a 	 The maximum occupancy o f the room is 40, so access will be available on a first-come, first­
served basis. 

a 	 There are four cameras trained on the testing room, so the monitoring screen will be split into 
four sections, allowing observers to view the images projected by all four cameras 
simultaneously. 

o 	 Due to the propriety nature of the voting systems that are being tested, the security-sensitive 
information involved, and the need for team members to be able to speak freely with one 
another about specific issues related to the security of the voting systems, there will be no 
audio provided as part of the observation. 

o 	 The Secretary of State may choose to conduct a public demonstration of any security 
vulnerabilities that may be discovered in the course of testing, ifsuch a demonstration can be 
conducted without revealing proprietary information or technical details that would aid 
anyone who may be interested in compromising the security of a voting system. Any such 
demonstrations will be open to the public. The date and time of any such demonstrations 
will be posted on the Secretary of State's website at www.sos.ca.gov as far in advance of the 
demonstration as it practicable. 

o 	 No photography or video taping of testing will be allowed. 

o 	 Observers who violate any of these guidelines may be asked to leave or may be prohibited 
from entering the observation room in the future. 

o To hear a recorded message that contains the daily testing schedule, please call (916) 651­
7834. 
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