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County Clerk/Registrar of Voters (CC/ROV) Memorandum #16288
TO: All County Clerks/Registrars of Voters

FROM: /sl Susan Lapsley
Deputy Secretary of State and Counsel

RE: Voting Systems: OVSTA Monthly Update — September 2016

Each month, the Office of Voting Systems Technology Assessment (OVSTA) provides
an update on Election Assistance Commission (EAC) and Secretary of State (SOS)
activities related to voting systems.

Each update provides information on:

Voting system related events that may be of interest.

Administrative approvals and denials since the prior month’s update.
Administrative approval requests since the prior month’s update.
Voting system testing and approval at the SOS office.

Voting system testing and certification at the EAC.

Defect, failure, and fault reports issued since the prior month’s update.
Ballot printing certification requests since the prior month’s update.

Recent and Upcoming Events

There has been a lot of discussion about election security in the media recently. On
August 15, 2016, the California Secretary of State participated in a call with the
Department of Homeland Security, the Elections Assistance Commission, the National
Institute for Science and Technology, and the Department of Justice. Secretary of State
Padilla has been appointed to the Department of Homeland Security’s Election
Infrastructure Cybersecurity Working Group.

Below you'll find links to some valuable resources.
o Press Release - Secretary Padilla Appointed to Cybersecurity Workgroup
« NASS Statement on Cyber Security and Election Readiness (08/05/16)
o U.S. Election Assistance Commission Statement on Election Security
Preparedness (08/05/16)
« NASS Emergency Preparedness for Elections (Web page with state laws and
practices and emergency management contacts)



http://www.sos.ca.gov/administration/news-releases-and-advisories/2016-news-releases-and-advisories/secretary-state-padilla-appointed-department-homeland-securitys-election-infrastructure-cybersecurity-working-group/
http://r20.rs6.net/tn.jsp?f=0014XT0UXYqx9aWTyxMCQO43vZ58CtjwDBX0eykFxoqxqdjwz-xmtLAPfZDxpsxo4Ltha37YwCn_r6gFOX8hy4nvbKvxO1pvhpYV4aB5lKuFjfiVwag3FnzhCDRZmqW9QGdntbPuSlC_6ZZmgf2ZPAgNNxnS6d0HEpYxrK4Mwt9KTx7zX4nluHoAl2DWPLLrGb5wxdraJy5tPI72stCSnmJEBsobSUdeCytupgKVVmdmpgqseTJJKzX4Nd_oNE84vq2mk1LW-nyShDYgDaL-cVDWo0yoEVxJd9B&c=-XdriJvaKqzwzZoAOHsgt56_S12XZ0n17qdQT_X4BNG96KeUd1j6Eg==&ch=zv2wBkECoPj7mWUI_JpZ0bw7X5FXPyr4Ql0sQSRDu52bf3NqE_1KuQ==
http://r20.rs6.net/tn.jsp?f=0014XT0UXYqx9aWTyxMCQO43vZ58CtjwDBX0eykFxoqxqdjwz-xmtLAPTUwQPQ4MOLL1autmXU_nny8-w65OqQ0pnpjkBQs7zLTUNZtx_5crlqBE7iHpKSzIR8JuzS0LQZDrTdG-157xQK1SUKEG32aKH8q_zF2z7uXFMb6s37DqTVKmyck9C0X57BnzamHkEz5g4Eah4O05JBKjIOt2uUGY52_8oK16jV4LOJ_nGuyjhlCIRnMcJFwOKWg7ur_AERF&c=-XdriJvaKqzwzZoAOHsgt56_S12XZ0n17qdQT_X4BNG96KeUd1j6Eg==&ch=zv2wBkECoPj7mWUI_JpZ0bw7X5FXPyr4Ql0sQSRDu52bf3NqE_1KuQ==
http://r20.rs6.net/tn.jsp?f=0014XT0UXYqx9aWTyxMCQO43vZ58CtjwDBX0eykFxoqxqdjwz-xmtLAPTUwQPQ4MOLL1autmXU_nny8-w65OqQ0pnpjkBQs7zLTUNZtx_5crlqBE7iHpKSzIR8JuzS0LQZDrTdG-157xQK1SUKEG32aKH8q_zF2z7uXFMb6s37DqTVKmyck9C0X57BnzamHkEz5g4Eah4O05JBKjIOt2uUGY52_8oK16jV4LOJ_nGuyjhlCIRnMcJFwOKWg7ur_AERF&c=-XdriJvaKqzwzZoAOHsgt56_S12XZ0n17qdQT_X4BNG96KeUd1j6Eg==&ch=zv2wBkECoPj7mWUI_JpZ0bw7X5FXPyr4Ql0sQSRDu52bf3NqE_1KuQ==
http://r20.rs6.net/tn.jsp?f=0014XT0UXYqx9aWTyxMCQO43vZ58CtjwDBX0eykFxoqxqdjwz-xmtLAPfZDxpsxo4LtBehLYO2UomHqCtk6Nxbvrk4ERlEgk5WZDZiX0DNx3DzbqBKTB-sPlBWqNU0x-W5p4omJB6DAXsjSPjZ4oxvYohrPBEqdK9Sy7rv_CqBKXKSAuZwhgZaOs-o7XWFR37jNWwafBTrvx15NyWCDFZaP3HTF9iw3rs34Ud5kr-ZAub8cyTqGItiyCtY-fLgf_zdvlsCTsXup8CY=&c=-XdriJvaKqzwzZoAOHsgt56_S12XZ0n17qdQT_X4BNG96KeUd1j6Eg==&ch=zv2wBkECoPj7mWUI_JpZ0bw7X5FXPyr4Ql0sQSRDu52bf3NqE_1KuQ==
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NaKesha Robinson, Senior Information Systems Analyst, has joined the OVSTA team
effective September 1. NaKesha comes to OVSTA from the California Department of
Technology and has worked in state government for over 17 years.

In conjunction with the Randomized Alphabet Drawing on August 18, 2016, OVSTA
published the ballot tint and watermark for the November 8, 2016, General Election in
CCROV #16261.

OVSTA is finalizing the documents for the formal rule making process for the proposed
Ballot Printing regulations and Electronic Poll Book regulations.

Testing and Approval by the State of California

e The Elections Systems and Software, Inc. (ES&S) Unity 3.4.1.0 voting system
Red Team, functional testing, and source code review have completed. Volume
testing completed on August 17, 2016.

e Dominion Voting Systems Inc. submitted an application for their Democracy Suite
5.1 voting system on August 18, 2016.

Administrative Approval Requests

California Elections Code section 19216 precludes a voting system or part of a voting
system that has been approved by the Secretary of State from being changed or
modified until the Secretary of State has determined the change “does not impair its
accuracy and efficiency. . ..”

¢ Runbeck Election Services has submitted an application for it's Novus V3.0
product.

Information on submitting an administrative approval request is in “Requesting
Administrative Approval of a Change or Modification to an Approved Voting System.”

Administrative Approvals

e There were no administrative approvals in August.

Testing and Certification at the EAC

The EAC provides a weekly update of voting system testing. As of the last update on
August 30, 2016, the current testing and certification status for systems relevant to
California is:

ClearBallot Group ClearVote 1.4. Pro V&V is working on the test plan. Related
documents can be found on the EAC website.

Dominion Democracy Suite 5.0. The EAC provided comments on the draft test plan to
Pro V&V. Pro V&V is working on revisions to the test plan. Related documents can be
found on the EAC website.


http://votingsystems.cdn.sos.ca.gov/cert-and-approval/vsysapproval/admin-approval-requirements2012.pdf
http://votingsystems.cdn.sos.ca.gov/cert-and-approval/vsysapproval/admin-approval-requirements2012.pdf
http://www.eac.gov/blogs/voting_system_testing_update_83016/
http://www.eac.gov/testing_and_certification/voting_systems_under_test.aspx
http://www.eac.gov/testing_and_certification/voting_systems_under_test.aspx
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ES&S Unity 3.4.1.4. The EAC issued final certification for this system August 26, 2016.
Related documents can be found on the EAC website.

ES&S EVS 5.4.0.0. ES&S provided a walkthrough of the changes to the system to fix
the electrical test failures. ES&S is working on implementing these hardware changes
and will get the modified systems to NTS by late August or early September to prepare
for testing. This test is no longer suspended. Related documents can be found on the
EAC website.

Everyone Counts eLect Quad Audit 4.3.0. The EAC provided comments on the test
plan to Pro V&V on July 1, 2016. The EAC and Pro V&V are working through testing
plans. Related documents can be found on the EAC website.

The EAC’s "Voting Systems Under Test" and "Certified Voting Systems" pages provide
more specifics on each voting system.

Defects, Failures, and Faults

Defects, failures, and faults (problem reports) of (1) voting system hardware and
software and (2) ballot printing manufacturing and finishing are reported to the
Secretary of State.

e There were no defect reports reported to OVSTA for the month of August.

Ballot Printing Certification Approvals

e There were no ballot printing approvals in August.

Ballot on Demand Printing Approvals

e There were no ballot on demand printing requests or approvals in August.

A list of certified ballot printers can be found at http://www.sos.ca.gov/elections/voting-
systems/certification-and-approval/ballot-printer-certification/.

Electronic Poll Book Certification Requests & Approvals

e ES&S submitted an application for their ExpressPoll EZRoster v3.3.1.0.


http://www.eac.gov/testing_and_certification/voting_systems_under_test.aspx
http://www.eac.gov/testing_and_certification/voting_systems_under_test.aspx
http://www.eac.gov/testing_and_certification/voting_systems_under_test.aspx
http://www.eac.gov/testing_and_certification/voting_systems_under_test.aspx
http://www.eac.gov/testing_and_certification/certified_voting_systems.aspx
http://www.sos.ca.gov/elections/voting-systems/certification-and-approval/ballot-printer-certification/
http://www.sos.ca.gov/elections/voting-systems/certification-and-approval/ballot-printer-certification/



