	[image: image1.wmf]
	VoteCal: Statewide Voter Registration System

<Use Case: UC05.11.01 / Adjust Functions Assigned to Security Role>


	
	VoteCal Statewide Voter Registration System Project

<Use Case: UC05.11.01 / Adjust Functions Assigned to Security Role>



Use Case: UC05.11.01 / Adjust Functions Assigned to Security Role

	Attribute
	Details

	System Requirements:
	T1.2 VoteCal access must provide a security function that allows the establishment of roles 
and allows SOS administrators to define the specific functions that can be performed by users assigned to each role.

	Description:
	The purpose of this use case is to allow an administrator to grant and/or remove privileges from security roles.

	Actors:
	SOS User


	Trigger:
	It is identified that a group of users belonging to a security role have too many or too few permissions within the VoteCal Application
, or SOS has identified the need for a  new user roll and associated permissions

	System:
	Microsoft AzMan Management Console (AzMan)


	Preconditions:
	· User has appropriate permission to access the AzMan Management Console.

· A role has been created and users have been assigned to it
.


	Post conditions:
	· Users belonging to the applicable role have greater or fewer permissions within the VoteCal Web Application.


	Normal Flow:
	1. User expands the following tree path on the AzMan console: VoteCalWebAuthorizationPolicy.xml > VoteCal Web App > Definitions > Role Definitions.

2. System presents a list of roles defined for the VoteCal Web Application.

3. User finds the applicable role in the list and double clicks the item.

4. System opens a role details window.

5. User selects the Definition tab.

6. System displays a list of the operations that the role has permissions to execute.

7. User clicks the Add button located at the bottom of the window.

8. System opens a window containing several tabs, one of which is a list of available operations which the role can be granted access to.

9. User selects the Operations tab, selects the operation which he would like to grant the role access to and clicks the OK button.  
The user clicks the OK button again to return to the main application window.

	Alternate Flows:
	7a User wishes to revoke a permission rather than add one.



7a.1 User selects a permission from the list that must be revoked and clicks Remove

	Exceptions:
	N/A

	Includes:
	N/A

	Business Rules:
	N/A

	Frequency of Use:
	TBD

	Assumptions:
	·  The list of available operations is identified during detailed system design sessions and created and updated during development.  Changes to this list will require subsequent changes to source code.

	Notes and Issues:
	N/A
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�Use case does not address this element – the establishment of roles (create) nor logically associated capability to delete or inactivate roles.


�Administrator


�Suggest changing  to: A request to change Security role permissions has been received


�Need to verify that this tool and the approach is presented in other Design phase deliverables and that the solution is acceptable to ITD as the means toprovide required capability to SOS program staff with administrative privileges.


�Why must users be assigned to a role to ajust the permissions associated with that role?  This seems like a pretty strange requirement for the AzMan application.


�This doesn’t make sense,  Do you mean if you had a role with no users assigned to it, it would be unuseable?  


�Suggest: Permission within the VoteCal Application has changed for a user belonging to application role


�By ‘operations’ do you mean things like ‘add’, ‘delete’, ‘modify’, ‘view’?  Can you be more explicit so that we can be sure this process fully satisfies the requirement.
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