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Use Case: UC05.12.01 / Create/Modify User Account from VoteCal Application

	Attribute
	Details

	System Requirements:
	T1.3 Except where otherwise specified, SOS administrators must be able to be assigned access through defined SOS roles to data for all counties; authorized county users must be restricted to add, modify and delete data for their counties only.

T1.4 VoteCal must provide the ability for delegated security administration, allowing SOS administrators to define county security administrators, who will have the ability to define county users with roles that give them permissions to perform functions within that county.


T1.7 VoteCal must allow SOS administrators to force users to change password at next logon or at a prescribed interval (e.g., after XX days or XX number of logons).

T1.9 VoteCal must provide the capability for SOS administrators and designated county security administrators to establish a specific expiration date for a user account.

	Description:
	The purpose of this use case is to allow a user that has administrative or delegated administrative role privileges to create a new user account or modify an existing user account through the VoteCal Application.   


	Actors:
	County User, SOS User


	Trigger:
	A new user must be provided with access to the VoteCal Application or an existing user account requires modification.


	System:
	VoteCal Application, Microsoft Active Directory (AD)

	Preconditions:
	· All global preconditions apply.

	Post conditions:
	· A new user account is created and ready to be granted appropriate access to the VoteCal Application.
· An existing user account has been modified to have appropriate access to the VoteCal Application.
· All global post conditions apply.

	Normal Flow:
	1. User accesses the User Management section of the application.

2. System presents UI05.xxx User Account List. The list displays the following fields:

2.1. Username

2.2. First Name

2.3. Last Name

2.4. County

2.5. Access Level 

2.6. Assigned VeriSign Card Number

2.7. Account Expiration Date

3. User selects the Create New Account option.

4. System presents UI05.xxx User Account Detail.  The screen opens in edit mode.

5. User provides the following information for the account and saves the account (* = required):

5.1. *Username – a unique name by which the user can be identified

5.2. *Password – since the text of this field is masked, it is entered twice to ensure it is typed as intended

5.3. Contact Information
5.3.1. Office Phone Number 

5.3.2. Cell Phone Number 

5.3.3. Email Address 
5.4. 
5.5. County – this is required if “County” is selected for the Access Level

5.6. *Groups – a minimum of 1 group must be selected.  A user’s permissions will be effectively determined by which groups the user belongs to.

5.7. *Access Level – either “State” or “County”.  This field is used to determine whether a user can perform allowed functions on all data, or only data belonging to that user’s county.

5.8. *Assigned VeriSign Card Number

5.9. Account Expiration Date – this date can be used to automatically revoke access to this user on this date.

6. System validates the information provided and determines that validation is passed. The System then makes an API Call to the Microsoft Active Directory System to create the account.  The new account is automatically set to force the user to do a password change on the next login. 
 The System informs the user of success.

	Alternate Flows:
	3a User needs to disable a user account

3a.1 User selects the “Modify” command for the user account to disable on the list.

3a.2 System presents UI05.xxx User Account Detail. The screen opens in edit mode.

3a.3 User selects the “Disable User” command to disable the user account.

3a.4 System validates the information provided and determines that validation is passed. The System then makes an API Call to the Microsoft Active Directory System to disable the account.  The disabled user will no longer be able to get authenticated and have access to the system. The VeriSign Card should be available to be assigned to another user. The System informs the user of success.

3a.5 The use case ends.

3b User needs to modify the properties of a user account (e.g. password, groups, expiration date, etc.)

3b.1 User selects the “Modify” command for the user account to disable on the list.

3b.2 System presents UI05.xxx User Account Detail. The screen opens in edit mode.

3b.3 User modifies the user account information described in Step 5 of the regular flow.

3b.4 User selects the “Save Changes” command to update the user account.

3b.5 System validates the information provided and determines that validation is passed. The System then makes an API Call to the Microsoft Active Directory System to update the account.  The affected user’s updated information (e.g. permissions based on group) goes into effect immediately. The System informs the user of success.

3b.6 The use case ends.

	Exceptions:
	6a Validation failed for provided information

6a.1 System validates the information provided and determines that validation has failed.  The System remains on UI05.XXX User Account Detail and additionally provides information to the user on this screen as to why validation failed.

6a.2 User continues on Step 5 of the normal flow.

	Includes:
	N/A

	Business Rules:
	· Password must conform to the configured VoteCal password strength policy (such as alphabetic and non-numeric characters of a minimum length)

· Username must be unique and conform to the configured VoteCal username policy. (such as minimum characters). Counties would like to use the same username as they use locally, potentially with a County ID concatenated. 

· County must be defined for user accounts being assigned the “County” Access Level.

· County users may only create user accounts with the “County” Access Level and that are assigned to their same county.

· Users are informed of their credentials from their SOS or county administrator.
 

	Frequency of Use:
	TBD

	Assumptions:
	N/A

	Notes and Issues:
	N/A
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�This does not appear to be addressed in this UC.  Is there another UC where SOS Admins can set this configuration option? Is so, please identify.





KN: This is part of 05.13.01 Edit User Security Policy Settings 


�Format question: Should the alternate flows be addressed in the Description section as well?





KN: Accepted as added here. 


�County Administrators and SOS Administrators


[BMc] Agreed during 3/19 meeting that these were the correct Actors.





KN: Agree with Bruce 


�Format question: Should the alternate flows be addressed in the Trigger section as well?





KN: Accepted as added here. 


�Shouldn’t this be resolved by finalization?  I would suggest that at a minimum, this should inc lude email and phone number, if not office and cell.





KN: Accepted. 


�This does not appear to fully satisfy requirement T1.7.  Admins must have this capability for all users, not just the new ones.  Shouldn’t this be one of the options in Step 5 above (that is referenced in alternate flow 3b below)?





KN: This is part of 05.13.01 Edit User Security Policy Settings


�Is this true if the account is established by SOS?


[BMc] Suggested text edit to address this.





KN: Accepted. 
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