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Use Case: UC05.13.01 / Edit User Security Policy Settings


	Attribute
	Details

	System Requirements:
	
T1.5 VoteCal must provide the ability to enforce strong passwords that include non-alphabetic and non-numeric characters of a minimum length that can be configured by SOS administrators.

T1.6 VoteCal must allow SOS administrators to set and enforce the number of intervening passwords that must be used before a password can be reused by an authorized user.

T1.7 VoteCal must allow SOS administrators to force users to change password at next logon or at a prescribed interval (e.g., after XX days or XX number of logons).

T1.8 VoteCal must enforce mandatory password changes after a specified number of days that can be configured by SOS administrators.  VoteCal must provide a visual warning of imminent password expiration to authorized users at logon starting at a specific number of days prior to their expiration of their password that can be configured by SOS administrators.

	Description:
	The purpose of this use case is to allow an SOS administrator the ability to modify various security settings regarding passwords, such as password strength and timeout.


	Actors:
	SOS User


	Trigger:
	The SOS modifies its policies regarding passwords (e.g., strength, timeout, etc.) to be used in the VoteCal system.

	System:
	Microsoft Active Directory – Group Policy Management Console (GPMC)


	Preconditions:
	· User has appropriate permission to access GPMC.

	Post conditions:
	· The new settings are in force against new passwords and changes to existing passwords.

	Normal Flow:
	1. User opens GPMC

2. System presents an interface through which a number of settings can be configured pertaining to password strength, including: 
2.1. Password strength

2.2. Password timeout (number of days or logons after which password must be changed)

2.3. Number of intervening passwords before a password can be reused.
2.4. Number of days prior to password expiration to start displaying warning to user.
3. User configures and applies the desired settings.

4. System stores the modified settings and applies them to all new passwords and to password changes for existing users.

	Alternate Flows:
	N/A

	Exceptions:
	N/A

	Includes:
	N/A

	Business Rules:
	N/A

	Frequency of Use:
	TBD

	Assumptions:
	N/A

	Notes and Issues:
	N/A
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�PAGE \# "'Page: '#'�'"  ��Reviewed – no edits


�Is this use case named correctly?  Edit Security Policy Settings seems to broad when the use case appears to deal with passwords only


[BMc] Edited text to address this.


�Not sure why this has been added here – it doesn’t seem to fit with the other reqs nor the subject of the UC.  Nor does it appear to be addressed by the flow of the UC below. 


�Maybe it’s just me.  I’ve only heard the term ‘password strength’ in terms of the composition of the password.  This UC and the requirements cited go beyond this definition. 


�Administrator


��The RFP glossary is clear that SOS Administrators are Elections staff.  Are you really suggesting that IT is going to grant this level of access to GPMC 
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