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Use Case: UC05.27.01 / Change User Password

	Attribute
	Details

	System Requirements:
	T1.6 VoteCal must allow SOS administrators to set and enforce the number of intervening passwords that must be used before a password can be reused by an authorized user

T1.7 VoteCal must allow SOS administrators to force users to change password at next logon or at a prescribed interval (e.g., after XX days or XX number of logons).

T1.8 VoteCal must enforce mandatory password changes after a specified number of days that can be configured by SOS administrators.  VoteCal must provide a visual warning of imminent password expiration to authorized users at logon starting at a specific number of days prior to their expiration of their password that can be configured by SOS administrators.

T1.11 VoteCal must provide SOS administrators the ability to configure the number of invalid logon attempts after which a user account is automatically disabled.  For invalid logon attempts, VoteCal must display a generic error message that does not indicate the precise nature of the failed information.  VoteCal must allow SOS administrators to configure the text message displayed for invalid logon attempts.

	Description:
	The purpose of this use case is to allow a user to change their VoteCal Application password.

	Actors:
	SOS User, County User

	Trigger:
	User needs to change their VoteCal password for the following reasons:
· Some SOS-administrator configuration forces the user to change the password (e.g. the password is older than a certain number of days or the password has been used a certain number of times or the user is logging in for the first time).

· The user decides to change their password.

	System:
	VoteCal Application

	Preconditions:
	· All global preconditions apply.

	Post conditions:
	· The user’s password is modified and will need to be used at the next logon attempt.
· All global post conditions apply.

	Normal Flow:
	1. User selects the “Change Password” command in the header area of any VoteCal Application page. (see alternate flow)
2. System presents UI05.xxx Change Password.
3. User enters the following information (* required):

· Username* – The user’s VoteCal user name

· Current Password* – The user’s current password

· New Password* – The new password 

· Confirm New Password* – The new password repeated for confirmation
4. User saves changes.

5. System performs validations and saves changes.

5.1. System verifies that the Username and Current Password entries are correct and correspond to a current VoteCal user.

5.2. System verifies that the New Password and Confirm New Password entries match.

5.3. If the New Password was used previously, there must be a certain number of intervening passwords (as specified by SOS configuration) that were used before allowing the password to be reused.
5.4. The New Password must conform to password strength policies put in place by SOS administrators.

5.5. System changes the user’s password.
5.6. System automatically re-authenticates the user with the new credentials.

5.7. System presents message confirming that the password was changed successfully.

	Alternate Flows:
	1a User attempts to access VoteCal application but is forced to change password due to SOS configuration regarding mandatory password changes

1a.1 Go directly to Step 2

	Exceptions:
	N/A

	Includes:
	N/A

	Business Rules:
	N/A

	Frequency of Use:
	TBD. Dependent on SOS administrator configuration regarding mandatory password changes. 

	Assumptions:
	N/A

	Notes and Issues:
	N/A
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�Paula: No comments on this use case.


�Art: Step 1 in the normal flow has the user already logged on and selecting “change password’. 


So, this really couldn’t be an alternate flow to step 1.


[BMc]  Other than in the normal flow, User selects “Change Password” to access the screen and in the alternate, the user is forced to go there automatically.  This seems appropriate as an alternate flow
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